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Setting WPA on Windows XP with Service Pack 2

To verifv if vour machine has Service Pack 2 or not. do the following:

e Right-click Mv Computer. then click Prooerties. You should see a screen
resembling the following:

System Properties

Systern Restore I Autamatic Updates | Femote |

L.beneral | H ComputerMame | Hadware | Advanced |

Systen:
bicrozoft \Windows P
Frofeszsional
Werzion 2002
Semvice Pack 2

Registered to:

acts
Colleqe of Charlestan
BR274-0EM-00119303-00102

Compliter:
IntellR] Pentium{F] k4
procezsar 1600MHz
449 MHz, 512 MB of RAM

/ [ k. H Cancel ] Apply
/

e In the General tab under Svstem. this version of Windows XP has Service Pack 2.




1) Click Start/Connect To/Show All Connections.

2) Right-click vour wireless card and choose Properties.

" Network Connections

File Edit ‘Wew Favorites Tools  Advanced  Help ,a.

k“) ch \;d) @ p Search lL_: Falders v

Address d_.\, Metwork Connections \ vl g
LAN or High-Speed Internet
Network Tasks -
r Local Area Connection Sireless Metwork Connection
Create a new canneckion Metwork cable unplugged, Fire.,, M\ Limited or no connectivity, Fir,.,

& Change Windaws Firewal byt 3 Broadcom 570 Gigabit Integr... T G Intel(R) PRO/Wireless LAN 21,

setkings

See Also

.“[') Metwork Troubleshooter

Other Places

3 Contral Panel

& My Netwark Places
23 My Documents

o My Computer

Details

Network Connections
System Folder




3) Click the Wireless Networks tab. then under Preferred networks. choose Add...

-+ Wireless Network Connection Properties |E|[g|

| -Eenera| YWireless Metworks | :&dvanged |

IJze Windaws to configure my wirgless netwark, settings

Ayailable networks

Tao connect to, dizconnect frarm, or find aut mare infarmation
about wireless netwarks in range, click the button below,

Wiew Wireless wnrks ]

Prefered networks:

Automatically connect to available netwogk? in the order lizted
below:

Add... Bemove Froperties

Learn about setiing up wireless nebwark,
configuration. =

[ Ok ][ Cancel ]




4) Under the Association tab. for the Network name (SSID). enter CWWPA exactlv as it
i1s shown here. Verifv that Network Authentication is WPA. and set the data
encrvotion to TKIP.

Wireless network properties

Assaciation | Authentication | Connection |

Network name [S5ID]: }Ewwm |

Wireless network, key

Thiz netwark. requires a key for the following:

Metwork, Authentication:

[rata encryption;

[ he key iz provided for me automatically

[] Thiz iz a computer-to-computer [ad hoz) network; wireless
access pointz are not uged

[ ] ][ Cancel J




5) Click the Authentication tab. Make sure there is a check mark bv Enable IEEE
802.1x authentication for this network. Then next to EAP tvoe. choose Protected
EAP (PEAP). Un-check Authenticate as computer when computer information is
available. Then click the Pronerties button right under EAP tvoe.

Wireless network properties

Azsociation | Authentication |Eu:unneu:tiu:un

Select thiz option to provide authenticated netwark, access for
wirglezz Ethernet networks,

Enable IEEE 802.1x authentication far thiz negwork,

EAP type: | Protected EAP [PEAF) \ v|

[ JAuthenticate as computer when computer infarmation iz avallable

[ ] Authenticate as quest when user or computer infarmation is
unavailable

k. l [ Cancel




6) Un-check Validate server certificate. Then click the Configure button next to Select
Authentication method

Protected EAP Properties

[1¥alidate server certificate:

[] aB&.ECOM Root CA
[] autoridad Certificadora de la Asociacion Macional del Motaria
[] autoridad Certificadora del Colegio Macional de Correduria P
[] Baltimore EZ by DST

|:| Belgacom E-Trusk Primary CA

[] Broad

|:| CaM HET SecureMet CA Class A

L |

Select Authentication Method:

|Secureu:| password (EAP-MSCHAP v2) w |

[ ]Enable Fast Reconnect

[ Ok, l[ Cancel ]

7Y Un-check Automaticallv use mv Windows logon name and nassword (and domain
if anv). Then click OK.

EAP MSCHAPv2 Properties (%]

When connecting:

D?ﬁutamatically uze my Windows logoh hame andé
ipazsword [and domain if any). {

[ ok, ][ Cancel ]




8) Click OK on all screens displaved. You should eventuallv see a message in vour
taskbar resembling the followine:

j,..i Wireless Network Connection X

Click here ko select a certificate or other credentials For
conneckion to the netwaork Campusitide

9) Clicking on that balloon will bring up the following dialog box:

Lser name: | | |

Password: | |

Logan domiain: | |

[. oK ] [ Cancel ]

10) You 1ust need to enter vour Username and nassword. Leave logon domain blank.
Click OK when finished (if the Wireless Network Connection balloon continues to
show in vour svstem trav. click the X in the balloon to close it).



11) Voila! You should now be connected to CWWPA! To verifv if vou are connected.
fust onen a browser and trv surfine the web. Or in vour svstem trav. locate vour
Wireless Network Connection. click it once. and a screen resembling the following
should appear:

Wireless Network Connection Status |'1| E|
General | Suppart
Connechion
Statuz: Connected
Cruration: 01:01:35
Speed: 11.0 Mbpz
Signal Strength; T gl
Aty =
Sent ﬂ, Received
Packets: 368 ZBE
Disable |

12) Make sure Status savs Connected. Signal strength can either be strong or weak
denending on vour location to the nearest access point when vou connect.



